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First, The Good News (Or Is It?)

ASome good news:

DatalLossDB.org Incidents Over Time
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More Li kelyeé.

DatalLossDB.org Incidents Over Time
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Incident Types: 2010

Incidents by Breach Type - Current Year

Email - 5%

StolenDocument - 4%
/ Ve LostMedia - 3%
—— StolenMedia - 3%

— Virus - 3%
— LostDrive - 2%
~— StolenDrive - 2%
— LostDocument - 2%
— StolenTape - 1%

Unknown - 5%~
——Disposal_Drive - 1%
— LostComputer - 1%

StolenComputer - 5% ‘
o m\
Disposal_Document - 10% Y
s iLostTape - 1%
Disposal_Computer - 0%
Hack - 13%
FraudSe - 11% StolenLaptop - 12%

Web - 11%




Incident by Vector

Incidents by Vector - Current Year

7 Inside-Malicious - 13%

Inside-Accidental - 32%

Unknown - 6%

— Inside - 3%

Outside - 46%




Understanding Insider Attacks:

Some Definitions

A"There are two kinds of people in the world: those
who divide the world into two kinds of people, and
t hose who don'tn

A i Robert Benchley



Understanding Insider Attacks:

Quantifying Attacks

/48% of attacks involve
an insider



Understanding Insider Attacks:

Some Definitions

y _ y

Insider \
Risk

Accidental

A A



Non-Malicious



Understanding Insider Attacks:

Non-Malicious

FACEPALM

Because expressing how dumb that was in words just doesn't work.




Some Stats

A7% of all laptops are lost
during their operational
lifetime

Source: Ponemon Institute



Some Stats

A7% of all laptops are lost
during their operational
lifetime

/60% are simply misplaced

Source: Ponemon Institute
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Healthcare ALONE

U.S. Department of Health & Human Services

HHS gov

HHS Home|HHS News|About HHS

Improving the health, safety, and well-being of America
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Health Information Privacy

Office for Civil Rights Civil Rights

OCR Home = Health Information Privacy = HIPAA Administrative Simplification Statute and Rules

Health Information Privacy

= Breach Notification Rule

Breaches Affecting 500 or More Individuals

HIPAA
As required by section 13402(e)(4) of the HITECH Act, the Secretary must post a list of breaches of unsecured
gr!derstanding HIPAA protected health information affecting 500 or more individuals. These breaches are now posted in a new, more
rivacy

accessible format that allows users to search and sort the posted breaches. Additionally, this new format includes
brief summaries of the breach cases that OCR has investigated and closed, as well as the names of private

practice providers who have reported breaches of unsecured protected health information to the Secretary. The
following breaches have been reported to the Secretary:

HIPAA Administrative
Simplification Statute and
Rules

X147 Breaches in 2010
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OCR Home = Health Information Privacy = HIPAA Administrative Simplification Statute and Rules

Health Information Privacy

= Breach Notification Rule

Breaches Affecting 500 or More Individuals

HIPAA
As required by section 13402(e)(4) of the HITECH Act, the Secretary must post a list of breaches of unsecured
gr!derstanding HIPAA protected health information affecting 500 or more individuals. These breaches are now posted in a new, more
rivacy

accessible format that allows users to search and sort the posted breaches. Additionally, this new format includes
brief summaries of the breach cases that OCR has investigated and closed, as well as the names of private

practice providers who have reported breaches of unsecured protected health information to the Secretary. The
following breaches have been reported to the Secretary:

HIPAA Administrative
Simplification Statute and
Rules

5% Involved a laptop or
Aportable electronic device



Not just the BIG companies
It happens every day

ID: 3387 Flash drive with 2777 names., medical record number an

LOST Date: 20M1-02-24 Records Lost 2777 source: Inside Accidental Subm
MEDIA Organizations: Henry Ford Health System

ID: 3383 Family names. some given names and a postcode and ¢
STOLEN Date: 2011-02-23 Records Lost: Unknown Source: Qutside Subm
LAPTOP Organizations: Disability, Housing and Community Service

ID: 3377 21 passport renewal applications lost during processing
Date: 201 1-02-22 Records Lost: 21 Source: Inside Subm

Organizations: identity and Passport Service

ID: 3381: 13.000 Social Security numbers. student identification ni
nonsecure folder

Date: 20M1-02-22 Records Lozt 13,000 source: Inside Accidental Subm
Organizations: Chapman University, Brandman University

ID: 3385 37 addresses. home-security system PIN numbers and ¢

Date: 2011-02-21 Records Lost: 37 Source: Inside Accidental Subm
Organizations: Plan Perzonnel

ID: 3372 2. 400 patients names. Social Security Numbers, addres:
Date: 2011-02-20 Records Lost: 2 400 Source: Unknown Subm
Organizations: Emory Heatthcare

D 3386:; Career site's database hacked exposing user's informati
Date: 2011-02-19 Records Lost: Unknown Source: Outside Subm
Organizations: eFinancialCareers, Dice Holdings, Inc.

ID: 3374 3 655 patient names. contact details. Social Security nu
exposed in database
Date: 2M1-02-16 Records Lost 3,655 Source: Outside Subm

Mrmnminntinme: Charlantan & enn Hadianl P anbaeis Mam s el L T~




Malicious Insiders







Malicious Insiders

A CERT indentified four, broad groups:
1. Sabotage (often out of a desire for revenge)
Attacks for financial benefit

2.

3. Attacks for business gain

4. Attacks associated with unauthorized access but not
necessarily for personal gain

Source: "Common Sense Guide to Prevention and Detection of Insider Threats



Looking For Commonalities

46% of attacksi another staff member had
di r ect dge of

US Secret Service/Carnegie Mellon whitepaper :"Insider Threat Study: lllicit Cyber Activity in
the Information Technology and Telecommunications Sector"



At least no-one
has mentioned
WikiLeaks..




The WikiLeak Era




Coming To A Board Room Near You?



