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ÅThe Good

ÅThe Bad

ÅAnd the (occasionally)              
Ugly

2010 ïA Year In Review



ÅSome good news:

First, The Good News (Or Is It?)



More Likelyé.



Incident Types: 2010



Incident by Vector



Understanding Insider Attacks:
Some Definitions

Å"There are two kinds of people in the world: those 
who divide the world into two kinds of people, and 
those who don'tñ
ÅïRobert Benchley



Understanding Insider Attacks:
Quantifying Attacks

Å48% of attacks involve 
an insider

ÅSource: 2010 Verizon Risk Team Data Breach Investigation Report 



Understanding Insider Attacks:
Some Definitions

Accidental Malicious
Insider 

Risk



Non-Malicious



Understanding Insider Attacks:
Non-Malicious



Some Stats

Å7% of all laptops are lost 
during their operational 

lifetime

Source: Ponemon Institute



Some Stats

Å7% of all laptops are lost 
during their operational 

lifetime

Å60% are simply misplaced
Source: Ponemon Institute



Examples in 2010



Healthcare ALONE

Å147 Breaches in 2010



Healthcare ALONE

Å45% involved a laptop or
Åportable electronic device



Not just the BIG companies

It happens every day



Malicious Insiders



Malicious Insiders
Iôll just blend 
right iné



Malicious Insiders

ÅCERT indentified four, broad groups:

1. Sabotage (often out of a desire for revenge)

2. Attacks for financial benefit

3. Attacks for business gain

4. Attacks associated with unauthorized access but not 
necessarily for personal gain

Source: "Common Sense Guide to Prevention and Detection of Insider Threats



Looking For Commonalities

46% of attacks ïanother staff member had 
direct knowledge of the attackerôs plans

US Secret Service/Carnegie Mellon whitepaper :"Insider Threat Study: Illicit Cyber Activity in 
the Information Technology and Telecommunications Sector"



Malicious Insiders
At least no-one 
has mentioned 

WikiLeaks..



The WikiLeak Era



Coming To A Board Room Near You?


